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Improve XA Security Management Capabilities 
Ensure Data Security and meet Audit standards 

 

CISTECH’s Enhanced Security tool significantly improves your ability to implement, 
maintain and audit iSeries and Infor XA security.  With ES, you can transition from user-
based access to a Job Role model that simplifies common audit requirements. New features 
allow large installations to develop job roles in a single environment then export roles to 
other environments.  

Benefits of Enhanced Security Tool: 

 Quickly develop and implement XA Security policies that meet auditor requirements. 

 Significantly reduce risk of unauthorized transactions with separation of duties. 

 Easily plan and monitor user rights for XA applications using defined Job Roles. 

 Maximize productivity for administrators tasked with managing and reporting security. 

 Reduce the disruption to users typically associated with implementing new security policies. 

 Provide access to application security information commonly requested by auditors. 

 Reduce the time needed to make security change requests for new and existing users. 

 Implement standard job roles across multiple environments.  
 

Enhanced Security Features and Functions: 

CISTECH’s Enhanced Security, developed with XA Integrator, enables iSeries security administrators 
to develop and deploy an effective Security Policy for XA applications and data. This tool simplifies 
the tasks required to implement and maintain your new plan, significantly reduces disruption to user 
productivity, and provides complete visibility to security data.  

 

 Implement and maintain a security policy 
incorporating Job Roles with CAS security users 
and groups to easily manage user rights. 

 Transition to role-based model quickly and 
accurately using current user-task activity 
(XAR9). 

 Drill-down to activity details for audit support. 

 Test roles before implementing in production. 

 Quickly view user access and how it was 
achieved (unlocked or private/group authority).  

 View iSeries profile information including super-
users, password rules and logon statistics. 

 Visibility of IFM Security settings as well as resulting user rights to IFM Tasks. 

 Template eFIN and eGL job roles for quicker migration to the new financial applications. 
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 ‘Lock’ an environment by revoking general users’ access to the environment for maintenance. 

 Prompt for reference id (ticket or change request) to include in all user rights change history. 

 Full compatibility for NetLink. 

 Review Vendor and Customer maintenance history detail. 
 

 
 Configure Separation of Duties conflict rules for areas or tasks (including IFM and custom tasks) 

and conduct routine review of SOD Violations. 
o Link rules to XA tasks and identify users who are in violation. 
o Define rules that require compensating control and those that are not allowed. 
o Track assignment and resolution for each violation within the application. 
o Export SOD Rules from one environment to another 

 
 Assign role and data owners to participate in routine access reviews to ensure: 
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o Users are in the correct role(s). 
o Roles only have access to the tasks associated with that job. 
o Sensitive data can be accessed by only approved roles. 

 On-demand inquiry and extract capabilities for common auditing requirements: 
o Configure ‘Watched’ Tasks to quickly report user access to high-risk functions. 
o Audit Coordinator tools to prepare and manage routine security review activities. 
o Resource assignment and resolution tracking for security changes resulting from audits. 
o Print security audit results to a PDF file or export information to Excel. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 Regular IT review to ensure long-term integrity of your security configuration: 
o View changes to user access including when the change was made, how, and by whom. 
o Alerts identifying users that have security not granted by assigned roles. 
o Review private authority to ensure users are not circumventing job role access. 
o Review unlocked tasks including who uses them and how often. 
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 Export/import job role security across multiple environments: 
o Export role security from source environment and import to target environment. 

 View variances between environments 
 Accept what to import 

o Analysis tools to review user activity not provided by the imported role. 
o Fine-tune roles for the new environment to incorporate additional applications and 

custom tasks. 

 
 
 Export Role Definition for quick review and approvals: 

o Used during implementation of Job Roles to meet audit requirements 
o Facilitate approval by role owners who do already use XA 
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 Object Authorities Analysis Tools: 

o Review Object authorities and usage 
o Prepare a plan to reduce *ALLOBJ and PUBLIC user access to data 
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 View Maintenance History for Vendors and Customers. 
o Review and report on maintenance of Customer and Vendor master data 
o Parsed from the Infor XA Maintenance History Header and Detail files.  
o Configure the fields you want to track. 

 

 
 
 
Additional Available Services: 

 iSeries and XA Security Checkup 
 XA Security Policy Planning and Implementation  
 Transition to Role-Based Security  

 
Pre-requisites: OS V7R3 or higher, Infor XA R9 + Enterprise Integrator  
  

 
 
  


