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Agenda

Concepts, best practices, and tools to meet
common XA security audit requirements:

« Separation of Duties
* Access Reviews

e [ES Version 5
* R9 Security Considerations
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Separation of Duties
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Separation of Duties Concepts

« Separate duties so that no single person has
control over the life of a transaction.

— Initiate > Approve > Record > Reconcile > Audit

« To minimize risk, you must break the cycle
— The greater the risk, the more it should be broken

« Common transaction cycles to audit
— Purchase to Pay
— Order to Cash
— Personnel/Labor to Payroll
— Administer system and maintain application data
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Separation of Duties

What if you can’t eliminate a conflict - Organization does
not have sufficient personnel to separate responsibilities
— Enforce controls to track activity and prove there is no abuse

Your security was set up so that conflicts do not exist
— How do you know that violations are not being created with
ongoing security changes?
How do you manage and report manual tasks involved in
conflicts?
— Monitor and report manually, OR
— Track and report using CAS ‘dummy’ tasks
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Separation of Duties

« Configure rules in Enhanced Security
— Two conflicting functions

— Configure rules by area or task or a combination of these

« Any PO Create task can conflict with any AP Invoicing task
« CAS, IFM and Custom Tasks
« Manual tasks (bank deposits, handle cash...)

— Define how violations should be addressed

» Provide for mitigating or compensating controls if violations cannot be
eliminated
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ES SOD Management

 Create an SOD Area

— SOD Areas represent a particular function
 Maintain Purchase Orders, Create Vendors, Enter AP Invoices

— New Fields to define and manage Functional Areas
« Type
« Extended Description
« Actual Application involved
« User Fields

Area; MZUEDSE153 - 5O0-PUR-01 Create Purchase Orders

General
Secunty area MLLE D357 53
APFLICATION IDLETTER | Cross Application Support A
Dreszcriptian SA0-PUR-01 Create Purchasze Orders
AREA TYPE S =500 Area W
EXTEMDED DESC
AFPFLIC Purchasing/Procurement]  »
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ES SOD Management

« Link Area to all tasks that are part of that function
Green screen

IFM

Power Link (create/copy/change/delete/maintain/mass maint)
Custom tasks

File Dizplay kaintain

General (W

“Desc containg

@. Ervironment T azk

Customize Mawvigation Help

v @Reg S L P

Tazk 1D A4 Sub tazk 1D 5~ | Task description

Abd4Ga IMS-TRMSTS Commercial Invoice Send- Change Status
Abd4GA, INS-TRMwWAS | Commercial lnvoice Send- W AW Seaments
AkER 2007 E nter/Edit [nvoices and Credit Memos

AMEM 2002 Enter/Edit [nvoices & Cr Memos from Offine Fi
AMEM 2002 DESC Enter/Edit [mvoices & Cr Memos from Offline Fi
AMEM 2003 Process Invoices and Credit Memos

AbdBR 2004 Post Invoices and Credit Memos

AbdBR 2005 EDI Invoices

AbdBR 2006 Print Invoice Reports

AkdGR 3007 Invoices and Credit Memos

ARSADFR ESIFM3 Work with Pzeudo Invoice data

ARSBETR ESIFM3 b aintain Peeudo Invoice data

ARSYDFR ESIFM3 Whork with Pzeudo Invoice

ARBZETR ESIFM3 M aintain Preudo Invoice

£

(_ (EV) Assign Task to an Area for Audit Reporting - Tas... @

@‘ T azk: AkEM2001 - Enter/Edit Invoices and Credit Memos
Template

Agzign Audit Area w E]
AUDITFLAG  3) Include () Exclude

Auditbrea [MzUE105717 | @ B
TASKTYPE  |Updates Datd | w

Preview before update
[ |pdate ] [ Cancel ] [

Help ]

-
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ES SOD Management

« Define your SOD Conflict Rules

— By Area or Task or combination

File Display Maintain  Customize Mavigation Help

SN ([ % | | [all recards) b ﬁ E &’ |D = D .65’ ﬁ'ffé H
ES Taszk Conflicts
RULEID | RULE DESC | rea Desc | Conf Area Dest SEY

aP-500-01 | Frocesz Papments and Create YWendaors | S00-4P-02 Processz AP Invoices | S00-aP-01 Create Vendors Critizal - Wiolation must be eliminated

— Specify Severity
« Critical — must be eliminated
« Normal — requires mitigating control

— Attach documents
« Separation of Duties Definition
- Mitigating Control Details and Forms
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ES SOD Management

 Periodically check to ensure you remain compliant

XA oL olations
File Dizplay Maintain  Customize  Mawvigation Help
|General V| |[a|| recards) V| a4 E gt ) =5 A
i :}.f'
ES S0D Violations
Conf Tazk dezcription Res? | Action

Rule /i~ | Desc Uszer /& | Mame T ask description
AP-S0D-01 | Maintain Purchase Orders and Vendor Paymentz | AMAPICS | AMAPICS | Create Purchaze Orders

Wwork with payable settlement lines

Work with payable settlement lines Mo

AP-S00-01 | Maintain Purchase Orders and Yendor Paymentz | BEOYERJ  |BOYERJ Create Purchase Orders
AP-S00-01 | Maintain Purchase Orders and Yendor Payments | GSECOFR | QSECOFR | Create Purchase Orders Work with payable settlement lines Mo
AR-50D-01 | Generate Invoices and Apply Cazh AlaPICS | AMARICS Review’S Orders for Amount Invoicing | Entegcash receipts Mo

 Individual tasks are shown for your convenience
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Separation of Duties

« Managing and Resolving SOD Violations

— Critical — Must be eliminated
» Revoke authority to one or both tasks involved
— Normal — Requires compensating control
 Journaling
» Detailed Transaction Review/Audit
» Specific to the task involved
« Thorough documentation

— Track assignment/completion for security changes
— Document change request or ticket information for reference
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ES SOD Violation Resolution

M

T
E"%J SER ID: AWAPICS - AWAPICS Fule: AP-500-07 - M aintain Purchaze Orders and Yendar Payments

Template

[hone)

Fule Description
Tazk
Subtazk,

Conflicting T azk.
Conflicting Subtaszk

Fezalved v/M

Comective Action
Reszalved by
Resolved Date
Resolved Time
Control Document
Reference

Hotes

[] Auto advance

B3 Action to take:

v Hl

hl aintain Purchase Orders and Yendor Payments
FOR

CoPY &

[FMTRAM
ESIFM1AP @

= Yes ()Mo

CTRL v
DaLBE

11042010 B
11:15:00 Ak
&AP-500-01-C

1011 02AMAPICS

[ ] Preview before update

[ |Ipdate H Bypaszs ][ Cancel ][ Help

— Revoke authority to task
— Verify Compensating control
— Remove Conflict

Resolution tracking:
— Resolved by
— Date and Time

Reference Information:
— Control Document Number

— Reference for documentation
specific to this violation

— Notes with information
pertaining to the resolution or
reason the conflict can be
removed from the rules
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ES SOD Management

e SOD Violations Review and Resolution

File Duzplay Maintan  Customize  Mawigation  Help

|Hesn|ution V| |[a|| records] V| “ E & HJJ = / /é

Uzer 4= | Task Subtazk | Conf Task | Conf Stsk | Res? |lAction | ||Resolved by| Resolved ... | Resalved ... || Contral Doc... | Reference
APS0D0-01  Maintain Purchaze Orders and Yendar F'.a_l,lrnEerlt:E: AMAPICS | POR UACDDFR  ESIFM3 K In] 12:00:00 Ak
APS0D0-01 | Maintain Purchaze Orders and Yendor Paymentz | BOYERJ | POR CREATE |JACDDFR |ESIFM3 Ho 12:00:00 Ahd
APS0D0-01 | Mantain Purchaze Orders and Yendor Paymentz | ASECOFR | POR CREATE |UJACCDFR |ESIFM3 Mo 12:00:00 Ak
AR-500-01 | Generate lnvoice: and Apply Cash AMAPICS | AMBHIPYR YaJT<FR  |ESIFMICS [Mo 12:00:00 Ahd
< b g

e Manage resolutions within the application

e Track progress of resolution

e Assign security administrators to carry out resulting security changes
* Export or save review results when complete
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Access Reviews
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Access Review Concepts

Insure users can perform only those tasks necessary for
their assigned roles

Insure data can be modified by only those who should
have this authority

Promote long-term integrity of security according to your
defined policies

Monitor access to high-risk tasks

Confirm that all security changes have been made in
accordance with internal controls
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ES Access Review

« Two methods
— Individual User Access
— Role Access

« Security Review Coordinator
— Schedule and facilitate review activities
— Owner education and support
— Generate review data and monitor progress
— Coordinate and verify resolution activities
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ES User Access Review

« Maintain Data Owners

— This is done by functional area (group of tasks representing a
particular set of data)

— Use XA Areas or define your own for better organization

OwWMNER /2 | M arme |ﬁHEﬁ o | Desc | Co &| DEPT |x-‘«LIDIT?| Task? | Urlck? | OWERRIDE DESC | OwWNER APFROVER
DAUBE DAUEBE AMZ SEC 01 | CAS Security Mainte... 0 Yes  |ves  |ves | #& SECURITY MAINTEMANCE LUTHERD
LUTHERD  |LUTHERD |AMZSECO4 |CAS General Mairte... 0 Yes No  [Mo Ca5 GENERAL SUPPORT TASKS LUTHERD
DAUBE DAUBE AMZ SEC 27 | Client Administration 0 Yes Mo |Mo  |A&CLIENT ADMINISTRATION AND MANAGEMENT |LUTHERD
LUTHERD  |LUTHERD |MEDO03 COM Invaicing 0 Yes  |Yes |Yes |INVOICING CUSTOMERS BENTONA

— Include or exclude an area in the review process

— Include Task details or just review at the area level

— Include/Exclude Unlocked Tasks in Area

— Owner Approver (owner cannot approve their own authority)
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ES User Access F

Review Coordinator:

eview

— Generates User Access Data
— (Can view all owner records
— Monitors progress (subset Pending status)

— Coordinate Security Changes (subset Rejected status)

— Request Archive of review data

[77) ES User Access Review = |
File Display Maintain Customize MNavigation Help
General v @lrecods) ~ #4 R[0S LB F
G
é\/l ES User Access Review
Owner £i~ | Area <2 Area Desc 2By | Stsk | User User name Sts Apprv By Date Rsn
BHENRY MZU0100026 FORECASTING-ADMINISTRATION BH Brian Pending i
BHENRY MZU0100026 FORECASTING-ADMINISTRATION Lo LORI Pending
BHENRY MZU0100027 FORECASTING-MAINTENANCE BH Brian Pending
BHENRY MZU0100027 FORECASTING-MAINTENANCE JR Jeff Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS BH Brian Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS Cv Car Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS DL dat Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS DOH Dale Pending
BHENRY MZU0100028 FORECASTING-COPERATIONS JA JA Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS JR Jeff Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS L LORI Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS LY Louis Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS RB ROB Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS RB Rob Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS 55 Sorya Pending
BHENRY MZU0100028 FORECASTING-OPERATIONS VE su Pending =
BHENRY MZU0100047 PURCHASING-ADMINISTRATION BH Brian Pending
BHENRY MZU0100047 PURCHASING-ADMINISTRATION IC John Pending
BHENRY MZU0100043 PURCHASING-PERIOD CLOSE BH Brian Pending
BHENRY MZU0100048 PURCHASING-PERIOD CLOSE cv Car Pending
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ES User Access Review

Data Owners
— Only have access to the records they must review

— Approve or reject access including reason for rejection
» Fields provided for assignment and tracking of rejected access

— List grows shorter and is blank when they are done

(77} ES User Access Review
File Display Maintain Customize MNavigation Help

General v @lrecods) ~ #4 R[0S LB F
G-
é\/l ES User Access Review / \
Owner £i~ | Area <2 Area Desc 2By | Stsk | User User name Sts Apprv By Date Rsn \
BHENRY MZUO100026 | FORECASTING-ADMINISTRATION BH Brian Pending -
BHENRY MZUO1000268 | FORECASTING-ADMINISTRATION Lo LORI Pending :
BHENRY MZUO100027 | FORECASTING-MAINTENANCE BH Brian Pending
BHENRY MZUO100027 | FORECASTING-MAINTENANCE JR Jeff Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS BH Brian Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS %) Card Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS DC dat Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS DH Dale Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS JA JA Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS JR Jeff Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS Lo LORI Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS LV Louis Pending
BHENRY MZUOD100028 | FORECASTING-OPERATIONS RB ROB Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS RB Fob Pending
BHENRY MZUO100028 | FORECASTING-OPERATIONS 55 Sorya Pending
BHENRY MZUO100028 | FORECASTING-CPERATIONS VE suU Pending =
BHENRY MZUO100047 | PURCHASING-ADMINISTRATION BH Brian Pending
BHENRY MZUD100047 | PURCHASING-ADMINISTRATION IC John Pending
BHENRY MZUO100048 | PURCHASING-PERIOD CLOSE BH Brian Pending
BHENRY MZUO100048 | PURCHASING-PERIOD CLOSE cv Carl Pending

\
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ES Role Access Review

 Access Review for Role-Based Environments

— Distribute responsibility for access reviews to

« Role Owners - verify users assigned to the correct roles and what the roles
can do in the application

« Data Owners - verify role access to application data in their area of
responsibility

— More manageable and easier to understand
— QGreat for installations with a lot of users in multiple locations
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ES Role Access Review

Review Coordinator will

— Verify that Job Roles and Functional Areas (data) are assigned

to correct individuals
— Generate Role Review data

— Monitor progress (subset Pending status)

— Coordinate Role Changes (subset Rejected status)

— Request Archive of review data

General % | | [allrecords]) W ﬁ E &’ |D = ;.55?[_';' ﬁ_é o 4 ]

% ES Review Optionz

Fewigw <1 | Desc | Stz

ESDasP Area Taszk Rewview Fewview nat curnrently active
ESDARF Data Acceszs by Hale Feview curently in process
ESROFF Fole-Tazk Access Review Fewview nat curnrently active
ESROUP | Uzer-Raole Azzignment Feview Feview nat curnrently active

<— Lock/Unlock
Generate Data
Clear/Reset
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ES Role Access R

eview

« Configure (or verify) Role Owners

General W

ﬁ ES Job Roles

Fale | Desec 1

[all recordsz]

v lBdg O L H

General | Role Sumrmary éHDlE Description
IT SYSTEMS ADMINISTRATORS ARE RESPONSIELE FOR SUPPORTING o /
USERS, MONITORING SY3TEM OPERATIONS AND PERFORMING SECURITY 'H

|F|IIILE DWwHER

| Dwner name

| ADMINISTRATION TASES.

[rventory Counts
IT Developer

t aterialz Clerk,

IT IT Spstems Adminiztrator

sterialz Receiving Clerk,

LUTHERD
LUTHERD
DaLBE

LUTHERD
LUTHERD

Role Summary

LUTHERD
LUTHERD
DaLIBE

LUTHERD
LUTHERD

l Ruole Dezcnption

Flole Inforied

Job Role
Fiole Dezcription

ROLE DWMER

IT
IT Systernz Administrataor
DALEE Q2

[Groupz azzigned to rale
Group | Group Mame ﬁ
GRPIT IT Suppart Group e
GRSECADM Security Adminiztration
< L.
I zere with this rale
USER ID | Name #4
BEMNTOMNA Amanda P
MARY Mary _
< [l
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ES R

General | |Owrner iz Curment zer s ﬂ E f =5 p,;:# 7] @ pf;é

ole Access R

Role Owners review
— users assigned to each role they own
— Single update using tools in toolbar

— Mass Change

@ ES User Role Review

eview

 fpproved

| Dhwiner name Rale /5 | Desc Uszern... f?t& REYIEW DATE \
Belinda Daub FrHAF AP Clerk, Debra ... | | Aeected /21520 2
Belinda Daub FHAF AP Clerk, Shirley ...} | Approved m/212M2
Belinda Daub FrAP AP Clerk, Ern Be...| | Approved ms215202
Belinda Daub FHAF AP Clerk, Anette | | Approved /27202
Belinda Daub FrAR AP Clerk, Jove H.. | | Reected m£21.20 2
Belinda Daub FrAP AP Clerk, Forigtina ..| | Approved mA210202
Belinda Daub FHAF AP Clerk, Jennifer..| | &pproved /27202
Belinda Daub FrAP AP Clerk, Jezzica | | Approved ms212202

01/21/2012

Belinda Daub

AP Group Lead
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ES Role Access Review

 Role Owners also review
— Tasks or functional areas authorized to each role

(M) ES Data Access by Role Reviewr

File Dizplay Maintain Customize Mavigation Help

|F|DIeF|eview Vl |[a||recc|rds] Vl ﬁ E &’ = / @ ./:'

%O ES Data Acceszs by Role Review

yal N

Cwner ... | AT FUMCTIONATASE, 2 | Subt /5 DESCRIPTION Fole Desc Jte REWIEW DATE | REVIEWED BY\
i g Site Order Besolution IT &drmin g

qeecofr | Taszk EXTO153THN | Site Order Resolution M azter Speterm User ending review

qzecofr | Taszk EXTO153THN | Site Order Resaolution Shop Floor Controller hoesz Reviewed | 07/26/2011 DALIBE

geecofr | Task |ACCALLCMDS Access o all commands [Application ... | 1T Admin ending review

qeecofr | Task |ACCALLCMDS Accesz to all commands [Application . | Master System Uzer ending review

qeecafr | Task | ACCMAPCMDS Access to all Application cammands General Inguiny ending review

qeecofr | Tazk |ACCMAPCWDS Accesz to all Application cormmands Cuztormer Admin ending review

qeecafr | Task | ACCMAPCMDS Access to all Application cammands Loaner Scheduler ending review

qeecofr | Tazk |ACCMAPCWDS Access to all Application commands IT Adrmin ending review

qeecafr | Task | ACCMAPCMDS Access o all Application commands M aster Svstern User ending review

qeecofr | Tazk |ACCMAPCMWDS Access to all Application commands Millztare Uzers ending review

qeecafr | Task | ACCMAPICS Access o this enviranment General Inguiny ending review

qeecofr | Task |ACCMAPICS Access bo thiz environment Cuztorner Admin ending review

qzecoft | Task | ACCMAPICS Access to this environment Loaner 5cheduler nding review / b
£

, —— —
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ES Role Access Review

« Data Owners review

— Role access to data

« Same process as User Access Review, but by Role rather than User
Review at the task level or by functional area
Sorted by Task or Area but can sort other ways

List grows shorter as records are processed
— Rejected access can be assigned to administrators and tracked

Data Dwmer 7 | Mame | AT FUMNCTIOMATASE £ | Subt & | DESCRIPTION ROLE 1D Fole Dezc ﬁs REWVIEWw DATE | REWIEWED BY
DALBE DALBE | Tazk AdZ SEC | Security Maintenance IT IT

DALIEE 1AUEBE | Task Area and tazk autharizations APCLE 5P

DALIBB DALBE | Task ArZK 3801 Area and tazk authonzations IT IT

DALEBE DALUBE | Tazk AbdZbd 32307 Area and task authorizations TEST TEST Rale

DaLBE DAUBE | Tazk AnZM 3302 lzer autharizations IT IT

DALBE DALUBE | Tazk AbdZbd 3303 [rata group and tazk authorizations IT IT

DALEBE DALUBE | Tazk AbdZbd 3305 ok with 24, Uzer Profiles IT IT

LUTHERD LUTH... |Area AW SEC D4 Accesz bo thiz environment APCLE AP Clerk

LUTHERD LUTH... |Area AdMZ SEC 04 Access bo thiz environment IT IT

LUTHERD LUTH... |Area AMZ SEC 04 Access o this environment TEST TEST Rale \ j
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ES R

ole Access R

eview

« Data Owners also review
» Approve - all tasks represent the same data (Purchase Order, Inventory...)
» Reject — area includes tasks that are not part of the area
— These should be moved to another area OR
— Data access for the functional area should be reviewed at the task level
General | | [all records] vy MANNsE SO P
.
ES Area Task Review /

Owner 7 | Mame Lrea s Area Desc Task & Subt Tazk description Stz Fev by | REVIEW DATE

DALIEE DALUEE |AMZ SECOT | XA SECURITY MAIMTEMAMCE AbEWHSIMNG Inquiny Tasks Approved DALRBE | 0B/f22/20102

DALIEE DALEE |AMZ SEC 0T | XA SECURITY MAINTEMAMCE AMEWwWHSUPD pdate Tazks Approved DALRBE | 0B/22/2012
AMZ SEC :Secunty Mantenance : pending review

DalIER DALBE  |AkS SEC O o SECURITY MAIMTEMAMCE AW 3801 Area and tazk authorizations pending review

DalEE DalUBE  |akZ SEC 01 o SECURITY MAIMTEMNAMCE AkLM 3802 zer autharizations pending review

DALBE DALBE |AMZ SEC O =4 SECURITY MAIMTEMAMCE AMZM 3803 Data group and tazk authonzations pending review

DALBE DALBE |AMZ SEC 01 =4 SECURITY MAIMTEMAMCE AMZM 3804 Generate reports pending review

DALER DALBE | AMZ SEC DT | X4 SECURITY MAINTEMAMCE AbZM 3805 Wwhork Wwith 28 Usger Profiles pending review

DALBE DALBE | AMZ SEC 01 =4 SECURITY MAIMTEMAMCE AMZMIB0E Work with Client Data Connection Uzer P..J | pending review

DALBE DALBE |AMZ SEC 27 A CLIENT ADMIMISTRATION AM... | DEFINITION ADMIN Perform User Definition Administration pending review

DALIEE DALBE |AMZ SEC 27 | XA CLIENT ADMIMISTRATION AM... | DEFINITION SECURITY | Assign Security Categories pending review

DalEE DAUBE |aMZ SEC 27 [#A CLIENT ADMIMISTRATION &N... | FIELDS SECURITY | Azsign Security Cateqories ~ pending review

MNaAlRR NAIIRR AWM SFC 27 WA THIFNT ANMINISTRATION AN JAVASWRS CAMTRAI CoantinlJava Servers radinn review
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ES Access Review

« Review Coordinator can also provide auditors information regarding
access to high-risk tasks when requested
— Watched Tasks
— Subsets tailored to your needs
— On demand
— No need for custom code or IT resource involvement

General ‘4[ Watched Tazks v 'g E ae' =5
QE=| Eree Uzer Rightz
k|

U...| Mame | TASE D - SUBTASEK 5~ | Task description Lck? ALTH ...
5. |Syste.. |ACCALLCMDS Aooesz to all cormmands [MAPICS and &5 /400) Locked |SYSTE..
T.. |TedG... |ACCALLCMDS Aocesz to all cormmands [MAPICS and &5./400) Locked |[G_CAS P
Yoo |IFM 5. JACCALLCMDS Aocesz to all cormmands [MAPICS and &5./400) Locked |[G_CAS P
Yoo |IFM 5. JACCALLCMDS Aocesz to all cormmands [MAPICS and A5 /400) Locked |[%5Y%5S

&, |Debra.. |vYAEM=FR ESIFM1AP E nter journal tfranzactions Locked

A [Aprl b YAkNEFR ESIFM1AP E nter journal franzachions Locked

A |Liz Az, |YAEMN=FR ESIFM1AP E nter journal tfranzachions Locked

B... | Shiley... | YaKMN<FR ESIFM1AFP E rter journal fransactions Locked

B.. l[EmnB... IYakKMN=FR ESIFMI1AP Enter iournal tranzactions Locked
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ES Access R

eview

* Review Private Authority
— Exclude system and generic ids using subsets

@ Private &utharities

Uzend /- Mame Tazk ID %~ | Subtask D -2 | Task description Lek? Tazk tppe | Appl
AMAPICS AMAPICS AkE SEC M Security Maintenance Locked |GRP Cas
ARAPICS AMMAPICS DEFIMITION | SECURITY BAzzigh Secunty Categories Unlocked | SEC Cas
ARAPICS AkAPICS FIELDS SECURITY Azzign Secunty Categories Unlocked | SEC Cas
ARAPICS AkAPICS OBJECT SECURITY Azzign Secunty for Buziness Objects Unlocked | SEC Cas
DalBER DALBE AkE SEC M Security Maintenance Locked |GRP Cas
DalBE DALBE DEFIMITION | SECURITY Azzigh Secunty Categaories Unlocked | SEC Cas
DalBER DALBE FIELDS SECURITY BAzzigh Secunty Categories Unlocked | SEC Cas
DalBER DAlBE OBJECT SECURITY BAzzign Secunty for Buziness Objects Unlocked | SEC Cas
LUTHERD  |LUTHERD akde SEC M Securty Mantenance Locked |GRP Cas
LUTHERD |LUTHERD DEFIMITION | SECURITY BAzzigh Secunty Categories Unlocked | SEC Cas
LUTHERD |[LUTHERD FIELDS SECURITY Azzigh Secunty Categaories Unlocked | SEC Cas
LUTHERD |LUTHERD OBJECT SECURITY BAzzign Securnty for Buziness Objects Unlocked | SEC Cas
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ES Access Review

 Review Unlocked Tasks Workbench
Who uses them
What XA Area controls the task

Gereral v | |Unlocked v 34 ="

@. Ervironment T azk

Task D <, Sub task 1D o2 T azk descrption Applic | Lek? Cvanier Type |

AWCM2070 Cost of Production by D ate Range FCC Unlocked | Custam RPT "
AMD SEC 07 Costing EFDM | Unlacked | MAPICS | GRP

AMDMTO0 Froduct Cozsting-Current ) nlocked  MAPICS I =
Ak Db 1002 Product Costing-Standard EFPDM | Unlocked | MAPICS | MMNT

AbDMT003 Froduct Costing-Both EFPDM | Unlocked | MAPICS [ WWT

AMDMI004 Simulate Product Cost-Current EPDM | Unlocked | MAPICS | WMNT b

(MR) Daily Task Activity - Task: AMDM1001 - Product ... [2 |[B][X] . i
File Display Maintain  Customize  User  Mavigation  Help Ll File  Display  Mairtain  Customize  Mavigation  Help
|GE”E’E'| 1"""| ﬁ E ta’ = H |General v| ﬁ E ' =5
Task: AMDMTO01 - Product Costing-Current fﬁ Task: AMDMI007 - Product Caosting-Current
I
K. /2 | Date Time| AS/. | MAPICS MENU | OPTION | Lok? | Secuiy... /i, | Dese [ Applic [Lck? | urer
LI, 111025 184, EEIE kL. [aMDwI0 o Unlocked
LABEL... 1110028 | 110,059 | LAR... | AmMDMI0 o Unlocked
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ES Access Review

« Review who has access to the environment

File Digplay Maintain  Customize

Mavigation Help

General LI +temporany) - Statuz R ﬂ E fe' =5
% E reironiment L zers

|
<1 Hame GrpJobz| UAG Start Menu | arID | Statusg | Lazt On
A, | Suzan... Of User *EMABLED 12005
A . |Bruce... Of User *DISABLED 100708
A | James... Of User dhion *EMABLED 120119
A, |AGILE... Of User *EMABLED 120105
A |Daniel... Of User ApB 20 *ERIARI ETY
A.. | FR Mir... U User Special Autharity [nfo Rl = e
A | AMaP... 16| User

— Command line
— Special authorities

ﬁ ES i5enes Prafile Infarmation

— iSeries Profile
disabled

— Enabled users who
have not logged on
recently

N Yitar=

...~ Lint? Special authorities

DEVI... |™ES *JOBCTL

DEXT... | ™ES “JOBCTL

DIMIE... | ™ES "SPLCTL

DMIL... | *HO BLLOBJ SJOBCTL "SahsSysS "SERWICE “SPLCTL
DOs... | ™ES “JOBCTL

DPRIG... |*MO “JOBCTL
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ES Access Review

* Review changes made to XA Security
— Who made the change and when
— Reconcile to security requests
— Audit temporary access (granted and revoked in same day)

B (ES) Enhanced Security Detail

File Display Customize Mavigation Help

General % | |[[all records) v 4 E g [ =5

% Enhanced Security Detail

USER ... /0| TASK ... ~&| SUB.. /| ACTION ... | REASON CODE CHG DATE | CHG TIME GROUF IO AREA, CHAMIGE E
LUTHERD | ADhi4007 Rewaked | Uzer revoked to tazk 11/30/2006 (102719 Ak LUTHERD -
LUTHERD  |AMDK 4001 Authorized | User Authorized to tazk. [ 11/30/2006 | 1002322 Ak LUTHERD
LUTHERD  |AMDK 4002 Revoked | ser revoked to tazk 11/30/2006 (102719 Ak LUTHERD
LUTHERD  |AMDK4002 Authorized | User Authorized to tazk [ 11/30/2006 | 10023022 A LUTHERD
LUTHERD  |AMDK 4002 Authorized | Uzer added to group 11/29/2006 | 52141 PM | TESTGROUP LUTHERD
LUTHERD | AkiDii 4002 Fevoked [Jzer repnoved from group | 11/29/2006 | 52115 PM | TESTGROUP LUTHERD
LUTHERD  |AMDK4003 Rewvaoked | ser revoked to tazk 11/30/2006 (102719 Ak LUTHERD
LUTHERD | AMDK4003 Authorized | User Authorized to tazk [ 11/30/2006 | 10023022 A LUTHERD ™
< >
| N
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ES Access Review

» Object Authorities — view and print
« User rights to objects
« XA objects not owned by AMAPICS

« Public Authority

*{' (X6) iSeries Object Authorities

File Display Customize Mavigation Help
|Eienera| j “Dwned by j MIS"O"IIDI@I

ae - 2 -

L-'?i; i5enes Object Authorities

Object name: | Library Obj Type | User AUTHORITY | READ  ADD |DEL |UPD |EXEC | OPER | MGM | REF | ALTER | Group | PRI GRP | Owner AUTLST SEC| &~
A&HUDFR MHAMOD™ PGM PUBLIC  *EXCLUDE *NOME  BOYERJ  ["NONE I
A&HUDFR MHAMOD™ *PGM AMAPICS  =ALL * b b b b * *NOME  BOYERJ  ["NONE
A&HUDFR MHAMOD™ *PGM BOYERJ)  =ALL * b b b b * *NOME  BOYERJ  ["NONE

ARISS MeAMODI *ORYDFN PUBLIC  FCHANGE * b b b b * *NOME  BOYERJ  ["NONE

ARISS MHAMODI *ORYDFW BOYERJS  PALL * b b b b * *NOME ~ BOYERJ  ["NONE

CHECKS MeaMOD1 "ORYDFN [PUBLIC  *CHAMGE = = = = = = "WOWNE  BOYERJ  [NONE

CHECKS MeaMOD “ORYDFN BOYERJ  FaLL = = = = = = "WOWNE  BOYERJ  [NONE

C5TDIF MeaMOD1 "ORYDFN [PUBLIC  *CHAMGE = = = = = = "WOWNE  BOYERJ  [NONE

C5TDIF MeaMOD1 *ORYDFN BOYERJ  FaLL 5 = = = = 5 “NONE  BOYERJ  ["NOME
ENTTOTEAL  MxAMODI *QRYDFW FPUBLIC  “CHAMGE S pS pS pS pS S “NOWE  BOYERJ  ["NOME
ENTTOTEAL  MxAMODN FORYDFN BOYERJ  m4LL S pS pS pS pS S “NOWE  BOYERJ  ["NOME
FINDERROR  M=AMODI *QRYDFW FPUBLIC  “CHAMGE S pS pS pS pS S “NOWE  BOYERJ  ["NOME
FINDERROR  MxAMOD0 “QRYDFN BOYERJ  "aLL = s s s s = *NOME  BOYERJ  ["NONE

F<FEB MAMOD *ORYDFN [PUBLIC  *CHAMGE b = = = = b *NOME  BOYERJ  ["NONE

F<FEB MxAMODI *ORYDFW BOYERJS  PALL b = = = = b *NOME  BOYERJ  ["NONE
GLSUMEXT  M=AMODI *FILE “PUBLIC  “CHAMGE b = = = = b *NOME  BOYERJ  "NONE L
< >

N
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Enhanced Security Version 5

« Security Configuration Maintenance
— Maintain Users and Groups
— Lock/Unlock tasks
« Freedom from hunting for tasks in application areas
— Authorize Users and Groups to Tasks
— Create Job Roles and Assign Users

— QOrganize Tasks in to Areas for streamlining reviews and audits
« SOD Violations Management
» Data Owner Review of User Access

« Improvements in presentation and ease-of-use
— Workspaces
— Combo cards
— User Exits (no more triggers)
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Enhanced Security Version 5

* Work with Users
— Add or delete users
— Assign type of user (with subset capabilities)
— Indicate whether to include in audits (omit system ids)
— View system information for user (status/last on)

File Digplay Maintan Cuztomize  Mawvigation  Help

General w | | "[all records) » MEasE O 5 LY
% Whark, with Uzers
Uzend M ame /G Type 5TS Ayd? OPID | LastOn | 400 Status
S AMAPICS General Uzer [hclude 101109 *‘EMABLED 'y
AMDY AMDY Uzer | General zer Aotive | Inchude
BEMET BEMET Uzer | General User Active | Inchude
BEMTOMA, Amanda Uzer | General zer Aotive | Include | AB 100621 *‘EMABLED
BOYER. Jim B Uzer | General zer Aotive | Include | JB 120217 *‘EMABLED
CURLEE. Judi Curlee Uzer | General User Active | Inchude  |JC 120314 | *EMAEBLED
DaALBE DALIBE Uzer | General zer Aotive | Inchude 100621 *‘EMABLED
HOYESH Mike Hoves Uzer | General zer Aotive | Inchude 120223 | *EMABLED
LEEL LE=EL Hzer | System or Application User  [Active | Exclude
LUTHERD LUTHERD Uzer | General Uzer Aectve | Inchude 120014 | *EMABLED
kAR b ary Uzer | General zer Aotive | Include | MPC w
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Enhanced Security Version 5

User Detalils

Py User information File Display Maintain  Customize  Mavigation Help
. Userlnfo | = O & £ H

¢ ASSIQned ROleS Uzerid: DALBE - DALEBE

i ASSigned Groups User Summary l

zer Info
U zerid DALIEE ﬁ [nitial Program “HOME
Uzer name DALIER Imitial renu G
TvPE General Uger Limit device seszions “EY'ShAL
STATUS Active Pazzword change date: YMMDD 100821
Audit? Include Previous sign-on date: YwMMDD 100821
Uszer group code  User Sign-on attempts not valid i
Status "EMAELED
Fales azzigned to Ugzer Groups user iz in
JOB ROLE | Desc M Uszer group (D | Group name “
TEST4 ||T Developer g GRFIT IT Support Group g
GRSECADM Security Adminiztiation
|
A
< Al || |2 2| [l
[ Continue ] [ Help ]
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Enhanced Security Version 5

Add or Delete Groups

File Display Maintain  Customize Mawigation Help

vg 07 £H

lll Uzend: GRSECADM - Secunty Adminiztration

Group Info

Group Summary l

File Dizplay Maintain  Customize

# | | "all records)

Group Info

lll Work with Groups

Mavigation Help

Y WEea D/ L

Uzend i I ame G 5TS

ACCOUMTING | Accounting Department Group | Achive
GRCSBASE Customer Service B aze Group | Achve
GRAIT IT Suppart Group Group | Active
GRSECADM Security Administration Group | Active
[MBASIC [Fventomy - Basic Acces: | Group | Achive

Group Info
Userid GRSECADM €3
IJzer name Security Adminiztration

Ilzer group code  Group

Group Authority to T azks

Group Members

Group Details

« Group information
« Authorized Tasks
« Members

Tazk D Sub tazk 1D | Task description dger D IJzer name ﬁ

AME SEC m Secunty Maintenance i BEMTOMA Armanda S

A 23801 Area and task authorizations DalBE DALEBE

AhZM 3802 Izer autharizations H LUTHERD LUTHERD

A 3803 Data group and task authorizations kAR b &y

¢ Al | = 2| [l
Cantinue ] [ Help
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Enhanced Security

Simplified User Role Maintenance

File Dizplay  Maintain  Customize  Mawvigation  Help

PowerLink workbench
Roles match form
Add or remove user roles

IT Helpdesk % | |*[all recards) W ﬂ E ]
@ﬁ E rvvironment Users
1

Uszend 1, M ame |

LRAY Annette Fay M
ARCHERMA, tandy Archer

AREED Andy Reed

ARJAN &jan Yan Den Hil

ARMDELLAM Adam Arndel

ARMOLDEY Eradley Amold

ARMOLOMNK Mathan Amold

ARTHURBA Barbara Arthur

ARWARREN dmber \Warren

ASCOTT Andy Scott

ASHITH Aaron Smith b
| Be

Add a user to a
role

File [Dizplay Maintan  Customize  Mawvigation Help
v ABRs g 07 £ Y B

& [lzend: ARMOLDEY - Bradley Arnold

w | [all records)

JOBROLE | Desc sTATUS |
COGEM General lnguiny Aictive
COREQ R equizition Active
MPEMG MFG-FRC Engineer Aitive

| B8 L 14
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Enhanced Security Version 5

Task Maintenance
 Lock/Unlock

e Authorize users to tasks

« Assign task to Area

@‘ Tazk: BMK - CREATE Create Ban

General

Task ID
Sub tazk 1D

#A, Information
T azk description

Call method
Frogram name

l T ask Description l
BME
CREATE

Create Banks

o0
[Blank]

Exclude from application secunty 0

Locked

{(#) Locked () Unlocked

General

Task Description

|P.DD NEW BANE FECOFDS IN POWERLINE

Additianal Infarmation
ALDIT FLAG

TASKE TYPE
Can thiz tazk be locked?

|Ipdates Data

# Yes ()Mo

'

Additional fields

Audit options
Type of Task

Flag tasks to be
left unlocked

Text Description

o= W
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R9 Security Considerations
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R9 Security Considerations

« At R7.8 Infor began moving IFM tasks to PowerLink

— Secured using CAS Security
— You must lock and authorize appropriate personnel
— Corresponding green-screen tasks are still secured by IFM

 If you configure security in your test environment during
R9 implementation, you need to plan for replicating this
after each test migration and at go-live

« Your auditors will want supporting documentation for any
security changes made
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2

9 Security Considerations

IDF Level 1 considerations
— IFM

» Access to tasks is still controlled by IFM Security
» Lock these if you want to turn off some or all of these tasks (roll them out as
users are trained...)
— Other Applications
« |IDF L1 tasks control access to the application functions
» Lock these and authorize users as appropriate
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R9 Security Considerations

* R9 Migration Assistance

— CISTECH Migration Pack includes a free assessment
» Analysis of your security configuration and recommendations
» Extract list of new R9 tasks you will need to secure
» Recommendations for managing your R9 Security Migration tasks

— CISTECH R9 Security Migration Assistance includes tools and
services during your migration to the new release
 Assistance with planning your R9 Security migration
» Customize template map to your applications

» Programmatically set authority to new R9 tasks the same as equivalent
tasks in IFM or green screen

« Fine-tune during training/testing
* Run after each XA re-migration and after live migration
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pul

Enhanced Security at XAF

» For existing ES Installations
— R9 compatibility requires upgrade to ES V5.0
» General availability in mid-July 2012

— Plan ahead
» Contact productsuppori@cistech.net for requesting R9 migration information
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Thank you!

Questions?
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