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Agenda

Concepts, best practices, and tools to meet
common XA security audit requirements:

« Separation of Duties

 User Access Review

« Security Change Management
 Manage Environment Security
* R9 Security Considerations
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Meeting Audit Requirements

« Challenges

— No audit tools in XA to provide audit support so customers must
write custom programs
« Time-consuming and costly to the organization
« Maintain custom code with new XA releases

» Need a thorough understanding of CAS and IFM security logic and data
base relationships

— Users performing access reviews need to know:
« what the application tasks do (there are as more than 8,000 tasks)
« who are all the users that use these tasks and why do they need them

— Security request forms are difficult to create and understand
— Often ineffective - ‘just going through the motions’

Enhanced Security - tools to manage your XA security
and audit needs
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Separation of Duties
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Separation of Duties Concepts

« Separate duties so there are at least two
people involved over the life of a transaction.
Typically, this means no one person can do all
of the following:

* |nitiate the transaction

« Approve the transaction

» Record the transaction

« Reconcile balances

« Handle assets involved in the transaction
* Review reports
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Separation of Duties

« Common SOD Rules
— Purchase to Pay
— Order to Cash
— Personnel/Labor to Payroll
— Administer security and maintain application data

 How do you define a conflict in XA?

— A function may be multiple XA Tasks
« Copy, Create, Maintain can be separate tasks
« Green Screen vs Power Link tasks

— thousands of conflict variations
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Separation of Duties

« Configure rules in Enhanced Security

— Configure rules by area or task or a combination of these
* Any PO Create task can conflict with any AP Invoicing task
« CAS, IFM and Custom Tasks
« Manual tasks (bank deposits, handle cash...)

— Define how violations should be addressed

— Provide for mitigating or compensating controls if violations
cannot be eliminated
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ES SOD Management

» Rules and Violations in Enhanced Security

(ES) ES Task Conflicts

File Dizplay Maintain Customize  Mavigation Help

|Area Conflicts anly v| |[a|| records) v| a4 E ) =5 [ & 2 'H

A
B Teel: Carflioie

Area Desc

SOD AR Generate Customner [nvoices

(ES) S SOD Violations

File Digplay Maintain  Customize Mawvigation Help

|General’ V| |[a|| recards) V| a4 E gt ) =5 & ot

A :}.f'
E!}AJJ ES 500 Wiglations

Confl rea 2 | Area Desc
50D PUR PO Maintenance Area ... MZUOT40636
MZU 70145 [ S0D AR Apply Cash

SO0 AP Payment Proc

T azk dezcription

Uger 5 | Mame

| 4P-500-01 " Maintain Purchase Orders and Yendor Payments  AMAPICS TAMAPICS Create Purchase Orders

AP-S0D0-01 | Maintain Purchaze Orders and Yendor Paymentz | EOYERJ  [BOYERJ Create Purchase Orders
AP-500-01 | Maintain Purchaze Orders and Yendor Payments | GSECOFR [ASECOFR | Create Purchase Orders

AL Eeiticl I
kel E ] i u I [ L L e LR D

Conf Tazk deszcription
“wiork with payable settlement lines
Weork with payable settlement lines
Weork with payable settlement lines

Resz? | Action
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ES SOD Violation Resolution

M

T

E"%J SER ID: AWAPICS - AWAPICS Fule: AP-500-01 - Maintain Purchaze Orders and Yendar Payments
Template
[none)

Fule Description hl aintain Purchase Orders and endor Payments

Tazk FOR

Subtask CORY @

Conflicting T ask. [Fh TR
Conflicting Subtask  E5|F1aP @

Resolved v/ @ ves () Mo
Cormective Action CTRL W
Fezolved by DALBE

Rezalved Date 110142010 B
Resolved Time 11:15:00 Ahd

Control Document APSOD-01-C
Reference 1011 024MAPICS

Mates

[] Auto advance

[ ] Preview before update
[ |Ipdate ][ Bypaszs ][ Cancel ][ Help

23 Action to take:

— Revoke authority to task
— Verify Compensating control
— Remove Conflict

Resolution tracking:
— Resolved by
— Date and Time

Reference Information:
— Control Document Number

— Reference for documentation
specific to this violation

— Notes with information
pertaining to the resolution or
reason the conflict can be
removed from the rules
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ES SOD Management

« SOD Violations Review and Resolution
SEE]

File Dizplap  Maintain  Cusztomize  Mawigation  Help
Resolution  » | |[allrecordz) ﬁES’o"D = //__—

F :}.'C'
E!-',%J ES 50D Violations

Bule Desc User & | Task Subtazk | Conf Task | Conf Stzk | Res? |[|Action | ||Resolved by| Resolved .. | Resaolved . || Cantral Doc.. | Reference | Mates
AP-S0D0-01  Maintain Purchaze Orders and Wendor Payment:  AMAPICS  POR JACDDFR o 12:00:00 Ahd

AP-S0D-01 | Maintain Purchaze Orders and Yendor Payments | BOYERJ | POR CREATE |UJACDDFR |ESIFM2Z Mo 12:00:00 Ahd

APSOD-01 | Maintain Purchaze Orders and Yendar Payments | QSECOFR | POR CREATE |UJACDDFR |ESIFMZ Ma 12:00:00 Ak

AR-500-01 | Generate Invoices and Apply Cazh AMAPICS | AMBHIPYR TaJTAFR [ ESIFMICS [Mo 12:00:00 Ahd

< >

« Manage resolutions within the application

« Track progress of resolution

« Assign security administrators to carry out resulting security changes
« EXxport or save review results when complete
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SOD Management with ES

« Simplified configuration of task conflicts
— Template for common rules available as a starting point

« Management and tracking for resolving violations to
SOD rules

« Ease of use
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Access Reviews
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User Access Reviews

« Basic Concepts

— Ensure that users can only perform those activities necessary to
do their assigned roles

— Data Owners review on a regular basis who has access to view
and/or change data in their area

— Role Owners review on a regular basis who is assigned to job
roles under their control

— All security changes have been made in accordance with internal
controls

——— W
CISTECH

The VIAPICS Experts



ES User Access Review

« User Access Review
— Review individual user access to areas and tasks
— Owner must know what every user needs and what every task
does
— OK for very small installations with fewer users

* Role Access Review

— Distribute responsibility for access reviews to those who know
the users and those who know the applications

« Role Owners verify users assigned to their roles and what the roles can do
in the application
« Data Owners verify roles that access application data they own

— Easier for owners to understand
— Great for installations with a lot of users in multiple locations
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ES Access Review

e Generate and Review User Access to Areas/Tasks

(77) ES User Access Review = e =S
File Display Maintain Customize Navigation Help
General v f@lrecods) v RA G D G|/ £ G 82
=
é\/ I ES User Access Review / \
Owner /i | Area /2 Area Desc .2y | Stsk | User User name Sts Apprv By Date Rsn \
BHENRY MZU0100026 | FORECASTING-ADMINISTRATION BH Brian Pending
BHENRY MZU0100026 |FORECASTING-ADMINISTRATION LO LORI Pending
BHENRY MZU0100027 |FORECASTING-MAINTENANCE BH Brian Pending
BHENRY MZU0100027 |FORECASTING-MAINTENANCE JR Jeff Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS BH Brian Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS CV Car Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS DC dat Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS DH Dale Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS JA JA Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS JR Jeff Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS LO LORI Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS Lv Louis Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS RB ROB Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS RB Rob Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS SS Sonya Pending
BHENRY MZU0100028 |FORECASTING-OPERATIONS VE su Pending |
BHENRY MZU0100047 |PURCHASING-ADMINISTRATION BH Brian Pending
BHENRY MZU0100047 |PURCHASING-ADMINISTRATION JC John Pending
BHENRY MZU0100048 |PURCHASING-PERIOD CLOSE BH Brian Pending
BHENRY MZU0100048 |PURCHASING-PERIOD CLOSE cv Card Pending

— Subset by owner
— Approve or reject each user’s access to area or task
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ES Access Review

* Role Owner approves or rejects user in their roles

General % | |Owner iz Current User  » ﬁ E fet = 5;3’ 7] @ 5,4_2

% ES Uszer Role Rewview

/
| Uwner name Role & | Desc User n/ Stz REYIEwW DATE N
Belinda Daub FHa&P AP Clerk. Debra .| | Rejected Mf2145202
Belinda Daub FHAP AP Clerk, Shirley ..} | Approved mMs214520M2
Belinda Daub FHA&FP AP Clerl: ErnBe..} | Approved m/21202
Belinda Daub FHAP AP Clerk, Anette ) | Approved mMs214520M2
Belinda Daub FH&FP AP Clerl Jove H..| | Reected ms2120m2
Belinda Daub FHa&P AP Clerk. Fristina .1 | Approved Mf2145202
Belinda Daub FH&FP AP Clerl Jennifer.} | Approved ms2120m2
Belinda Daub FHa&P AP Clerk. Jeszica | | Approved Mf2145202

Belinda D aub AP Group Lead 43 Approved M£21420 2
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ES Access Review

- Data Owners review and approve/reject role access to
data in their assigned area

(MM) ES Data Access by Role Review

File Digplay Maintain  Customize  Mavigation Help
Fole Feview v | [[all records) v 34 E T Y
%ﬂ ES Data Access by Raole Review
FUMCTIOMATASE 2 | Subt /& DESCRIFTIOMN Role Desc REVIEW DATE | REVIEWED E
0= % Task AT0153T#MN | Site Order Resolution IT &dmin pending review A
qeecoft | Task EXTO153THM | Site Order Resolution Master Spstem User pending review
qzecoft | Task EXTO153THMN | Site Order Resolution Shop Floor Cantroller Acesz Reviewed | 0742642011 DAJBE
qzecoft | Tazk |ACCALLCMWMDS Aocezs to all commands [Bpplication .. | 1T Admin pending review
qzecoft | Tazk |[ACCALLCMWDS Aocezs to all commands [Bpplication ... | kaster Spstem User pending review
qeecofr [ Task  |ACCMAPCHMDS Access to all Application commands General Inguiry pending review
qeecoft [ Task  |ACCMAPCKMDS Access to all Application commands Cuztomer Admin pending review
qzecoft | Tazk |ACCMAPCMDS Aocezs to all Application commandz Loaner Scheduler pending review
qzecoft | Tazk |ACCMAPCMDS Aocezs to all Application commandz IT Admin pending review
qeecofr [ Task  |ACCMAPCHMDS Access to all Application commands Master Spstem User pending review
qeecoft [ Task  |ACCMAPCKMDS Access to all Application commands Millztone Uszers pending review
qzecoft | Tazk | ACCMARICS Aocezs o thiz enviranment General [nguiry pending review
qzecoft | Tazk |ACCMAPRICS Aocezs bo thiz enviranment Cuztomner Adrmin pending review
gzecoft | Task  [ACCMAPICS Accezs o this environment Loarer Scheduler pending review v
: Vi
| N— —~ .
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ES Access Review

« Review Management performed by Audit Coordinator
- Monitor status of owner review activities

- Confirm all rejections have been addressed and
security changes completed

- Export or request review data archival
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ES Access Review

 Audit Coordinator has direct inquiry for user rights to
‘watched’ tasks (including custom and IFM tasks)

General { Watched Tazks

gE= | Erme Uszer Rightz
7

e

U..| Mame | TASE ID SUBTASE -2 | Task description Lok AUTH ...
5... [Swyste. |ACCALLCWDS Accesz to all commands [MAPICS and A5 /400) Locked | 5SYSTE..
T... |TedG... |ACCALLCKMDS Access to all commands [MAPICS and A5 /400) Locked |G_CAS_P
Yoo [IFM 5. | ACCALLCKMDS Accesz to all commands [MAPICS and A5 /400) Locked |G_CAS P
Yoo [IFM 5. | ACCALLCKMDS Access to all commands [MAPICS and A5 /400) Locked [%'5%5
A | Debra.. | YakM=FR ESIFM1ARP E nter journal transactions Locked
A L hprl AL YAKMEFR ESIFM1AR E nter journal transactions Locked
A Lizds.. | YakM=FR ESIFM1AR E nter journal tranzactions Locked
B... | Shiley... | YAKM=FR ESIFM1AFP E nter journal franzactions Locked
B... [EnnB... IYAEM=FR ESIFM1AF Enter iournal tfranzachons Locked

o= .
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ES Access Reviews

« Simplified using functional task areas
— Reduce review of 8000 tasks to several hundred

« Management and tracking for access reviews
« Reduce need for IT Resource involvement
« Ease of use
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Manage Environment Security
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ES Security Management

— Who uses them

— What XA Area controls the task

v AR

|General v| |L|n|n:n::ked

@. E nvironment Tagk

Review Unlocked Tasks Workbench

Tazk IDV 5 Sub task ID o5, T azk dezcription Applic | Lek? Qe Type |

AMCMW2070 Coszt of Production by Diate Range PCC Unlocked | Custorm | RPT A
AhiD SEC 07 Costing EPDM | Unlocked | MAPICS | GRP

AiDT001 Product Cozting-Current nlocked ; =.
SO 1002 Product Costing-Standard EFDM | Unlocked | MAPICS | MMT

ApDMI003 Product Costing-Bath EFDM | Unlocked | MAPICS | WMT

AnD 1004 Simulate Product Cost-Current EFDM | Unlocked | MAPICS | MMT b

Product ... [Z”E”zl

(MR) Daily Task Activity - Task: AMDM1001 -

Custormize  User

v AR g i
F e
Task: AWDWI007 - Product Costing-Current

File Digplay M aintain Mavigation Help

|General | "[all records)

W B |Date Time|.&5£...|MﬂF‘IES MEML |IIIF"TIEIN |Ln::k? |
KUMA... [111026 | 184,806 [KU... |[AMDM10 iy} Unlocked
LABEL... [ 111008 | 110,059 | LAE... | AMDM10 o1 Urlacked

L File

Digplay  Maintain  Customize  MNavigation Help

|General w | "[all records) V| a4 E &' =
fﬁ Task: kD007 - Product Cozting-Current
Security... i | Desc | Applic | Lck? | Dwrner

——— W
CISTECH

The VIAPICS Experts




ES Security Management

XA User Status Information

File Dizplay Maintain  Cuztomize  Mawvigation Help

General LIl +termporany] - Status K ﬂ E ang’” =
gﬁ E nvironment Uszers

i
.| Mame GrpJobs| UG Start Menu OPID Statusz Lazt On
A... | Suzan... 0| Usger *EMAELED 120705
A... |Bruce... 0| Usger “DISABLED 100703
A [James... O User At W00 *EMABLED 120113
b |AGILE... 0| Usger “EMABLED 120105
b... [ Daniel... 0| Usger AkBMZ20 *EMAELED
A... | PR Mir... 0| Usger *EMABLED 120120
b [AMAR. 16| U=er *EMABLED 030331

_’A.m
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ES Security Change Management

*View who made the change and when
*Reconcile to security requests
*Audit for temporary access (granted and revoked)

B (ES) Enhanced Security Detail

Fil=  Display Customize  Mawvigation  Help

General % | [[all records) v 4 B i [ =5

% Enhanced Security Detail

USER .. o] TASK . «&~| SUB.. & | ACTION .. | REASON CODE CHG DATE | CHG TIME GROUF 1D AREA CHAMGE E
LUTHERD | AkDhd 4007 Revoked Uszer revoked to task 11/30/2006 [ 10:27:19 AM LUTHERD
LUTHERD | AkDk4007 Authorized | Uzer Authorized to tagk | 11/3002006 | 10:23:22 A LUTHERD
LUTHERD | AkDw4002 Revoked Uszer revoked to tazsk 11/3002006 [ 10:27:19 AM LUTHERD
LUTHERD | AkDw4002 Authorized | User Authorized to tagk | 11/3002006 | 10:23:22 A LUTHERD
LUTHERD | AkiDbd4002 Authorized | Uzer added to group 11/29/2006 (52141 PM | TESTGROUP LUTHERD
LUTHERD | AkDkd4002 Revoked dzer remaoved from group | 11292006 | 5:27:15 PM TESTGROUPRP LUTHERD
LUTHERD | AkiDh4003 Revoked Uszer revoked to tazgk 11/30/2006 [ 10:27:19 A LUTHERD
LUTHERD | AkiDbd4002 Authorized | Uzer Authorized to tagk | 11/3002006 | 10:23:22 Al LUTHERD ™
£ >
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What do users actuall

*View actual user activity

*Green Screen Menu options taken
*Changes to client objects

d I F IVI m ai nte n an Ce File Dizplay Maintain  Customize Mavigation Help

General | [alecods) v @4 [& 6o =5

@ ES User Activity

use?

AEE

User /4~ Date /& | Time 2| Task Subtask Task description i Job hlenu Option | Function
LOTHERD 101,028 |POR CHANGE Change Puichase Orders FORCHG
LUTHERD 101,029 | SCHRCP EXTE701T... | Print Shipment Label EXT701 TN
LUTHERD 101,029 | SCHRCP EXTE704T... | Accept Yendor Proposal EXTB704T=N
LUTHERD 101.1M EXT87F10CHG
LUTHERD 101101 |MOR CHANGE Change Manutacturing Orders MORCHG
LUTHERD 101.101 |POR CHANGE Change Puichase Orders FORITRCHG
LUTHERD 101.101 |POR COFY Copy Purchase Orders FORCPY
LUTHERD 101,101 | SCHRCP CHANGE Change Scheduled Receipts SCHRCPCHG
LUTHERD 101,101 | SCHRCP CREATE Create Scheduled Receipts SCHRCPCRT
PLATTNE... [100817 0| MDCUDFR LEB Wwiork with exbiact transactions

PLATTNE... |100818 0| MDCUDFR LEB Wwiork with exbiact transactions

PLATTNE... [100819 0| MDCUDFR LEB Wwiork with exbiact transactions

QSECOFR | 100402 0|*APSDFR Audit Check Mumbers

QSECOFR | 100408 0|AMETXRE

QSECOFR | 100406 0| rABWSFR “wfark With Transactions

QSECOFR | 100512 0|UABBPYR

QSECOFR | 100817 0|YAHPDFR twfark Wwith Users

QSECOFR | 110810 171,529 | AMZMDO02 Start Journaling AMZMDO |02

QSECOFR | 110810 171617 | AMZMDO02 Start Journaling AMZMDO |02

QSECOFR | 110810 171,937 | AMZM32304 Uszer/Report AMZMI3 |04

QSECOFR | 110810 171,938 | AMZM32304 User/Report AMZMI3 |04

QSECOFR | 110810 171,945 | AMZM3805 “wfirk with b4 User Profiles AMZM3IE |05

QSECOFR | 110810 171,946 | AMZM 3805 “afirk with b4 User Profiles AMZM3IZ |05

QSECOFR  |[110810 171,947 | AMZM 380 Area and tazk authorizations AMZM38 (M

QSECOFR  |[110810 171,950 | AMZM 3801 Area and tazk authorizations AMZM38 |0

QSECOFR | 110810 171,955 | AMZM32003 System Control D ata - Field Fomat AMZM30 |09

QSECOFR | 110810 171,956 | AMZM2003 System Control D ata - Field Fomat AMZM30 |09

QSECOFR | 110810 171,958 | AMZM30039 System Control D ata - Field Fomat AMZM30 (09

QSECOFR | 110810 172,002 | AMZM301 2 Unattached Job Status AMZM3I0 12

QSECOFR | 110810 172,005 | AMZM301 2 Unattached Job Status AMZM3I0 (12

QSECOFR | 110810 172,014 | AMIM1005 Item Availability AIM10 05

QSECOFR | 110810 172,024 | AMIMT005 Item Availahility AIM10 05

QSECOFR | 110810 172,027 | AMIn 1004 Open Orders - By ltem AW arehouse AMIM10 04

QSECOFR | 110810 172,030 | AMIk 1004 Open Orders - By ltem AW arehouse AMIM10 04

QSECOFR | 110810 172,034 | AMIn 1004 Open Orders - By ltem AW arehouse AMIM10 04

QSECOFR | 110810 172,036 | AMIN 1004 Open Orders - By ltem AW arehouse AMIM10 04

QSECOFR | 110810 172,041 | AMIMTOI0 Item Detail - By Location AIM10 10

QSECOFR 172,046 | AMIMTOT0 Item Detail - By Location A0 10

Ci
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Security Management

1ISeries User Profiles — Power Users

Special Authority Info IR AN v 18R e =5

ﬁ ES i5enes Profile Infarmation

...~ Limit? Special authornties

DEVI... |™'ES *I0BCTL

DE=T... | ™ES *I0BCTL

DIMIE... | ™YES *SPLCTL

DI, | *NO *sLLOBJ “JOBCTL "SAVSYS "SERWICE *SPLCTL
DOS... |™ES *JOBCTL

DPIG... | *NO *I0BCTL
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Security Management

ISeries User Profiles — Login Information

Login Statizhics w | |Actve Lsers W ﬂ 5 &g’ =
ﬁ ES iSenesz Praofile Infarmation

... 7| Last on Time Falled attempts| Status

BUTL... [1Z20105 1R2834 0 "EMABLED
CaBa. . (120116 143237 0 "EMABLED
CaBa. . (120105 154327 0 "EMABLED
Cald,.. (120120 10001 & 0 "EMABLED
CALL... 0 "EMABLED
CaPO.. (101109 162244 1| "EMABLED
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Security Management

* Object Authorities — view and print

« User rights to objects
« XA objects not owned by AMAPICS

*¢' (X6) iSeries Object Authorities

File Display Customize Mavigation Help

|General j “Owined by j MISU"I[’;DI@I

°"?;,I’;ﬁ i% eries Object Autharities

Object name | Library Obj Type | User AUTHORITY | READ  ADD | DEL |UPD | EXEC | OPER | MGM REF | ALTER | Group | PRI GRF | Ovener AUTLST 5EC| &

TAHODFR MO0 PhM "FUBLIC  "ExCLUDE "MOWE  BOYERJ  “NONE
TAHODFR MeaMOD PhM AMAPICS ALl X X X “NOWE  BOYERJ  “NONE

TAHODFR MO0 PGM BOYERS ALl s s s “MOWE  BOYERJ  “NOME
ARISS MeAMOD! fORYDFM FPUBLIC  “CHAMGE “MOWE  BOYERJ  “NOME
ARISS MeaMODI ORYDFM BOYERJ ALl e e e “MOWE  BOYERJ  “NOME
CHECKS MeaMOD! ORYDFM FPUBLIC  *CHAMGE “MOWE  BOYERJ  “NOME
CHECKS MeaMOD "ORYDFN BOYERS  FALL " " " “MOWE  BOYERJ  “NOME
CSTOIF MeaMOD! FORYDFN "PUBLIC  *CHAMGE “MOWE  BOYERJ  “NOME
CSTOIF MeaMODN FORYDFN BOYERS  FALL “MOWE  BOYERJ  “NOME

EMTTOTBAL MxaMODI 7IRYDFW FPUBLIC  "CHAMGE
EMTTOTBAL M+AMODN "GRYDFM BOYERJ  "aLL

"NOME ~ BOYERJ  PWOME
" " " "MOWE  BOYERJ  “NONE

ool oo el Lol i e Tl Lol e ol T ol o
HHH AKX
HHH AKX
HHH AKX
HHH AKX
ool oo el Lol i e Tl Lol e ol T ol o

=

=

=

FINDERROR  M+AMODN “GRYDFM “PUBLIC  "CHAMGE "MOWE  BOYERJ  “NONE

FINDERROR  Me=aMODn FORYDFM BOYERS  MALL s s s “MOWE  BOYERJ  “NOME

F+FEB MeAMOD! fORYDFM FPUBLIC  “CHAMGE “MOWE  BOYERJ  “NOME

F+FEB MeAMOD ORYDFM BOYERJ  ALL s s s “MOWE  BOYERJ  “NOME

GLSUMERT  MxaMOD1 FFILE “PUBLIC ~ *CHANGE “MOWE  BOYERJ  “NOME o

£ ¥
L
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CAS Securit

* Roles don't really exist
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Job Roles

Addltlonal Iayer for configuring authority

Enhanced Security CAS Security
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Job Roles

Security Requests and approvals — example

- Simple to understand and use
- Group by business area and owner

XA/MAPICS User Security request (check all roles required for the user and obtain noted signatures for each)

General XA Materials Manaement
General Inquiry Receiving Clerk
Requisitions Materials Clerk

Jane Owner Cycle Count Clerk
Materials Admin
Corporate
Mary Owner
I:ISubject Matter Expert
Quality Assurance
John Owner
Quality Clerk
Shop Floor Operations
Inspector
Shop Floor Base David Owner

Shop Floor Expanded

Jim Owner
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Job Roles

Simplified User Role Maintenance

-  PowerLink workbench
- Add or remove user roles role
File Display  Maintain  Customize  Mavigation Help File Display Maintain  Customize Mavigation Help

IT Helpdesk s | |¥(all records) W ﬁ E ' =5 v | |"lall records) w ﬁ E " =4 / /__— 'H

% Enviranment U zers & Userd: ARMOLDEY - Bradiey Amnald
H

Usarid & AT | JOBROLE | Desc [ s7aTUS |
LRAY Annette Fay M COGEM General [ngquiny Aictive
ARCHERMA, b andy Archer COREQ R equizition Ahive
AREED Andy Reed MPEMG MFG-FRC Engineer Active
ARJAN Arjan Yan Den Hil
ARMDELLAM Adam Arndell
Bradley Amold
ARMNOLDMMN M athat Arniold
ARTHUREA B arbara Arthur
ARWARREM Anber W arren
ASCOTT Andy Scott
AS5WITH Aaran Smith M
| 5 B8 ik ||/ Bo . |2
= .
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Job Roles

 View role information — see what a role can do
BIEI

File Digplay Maintain  Customize  Mavigation Help

|L|serHu:uIes V| |[tem|:lDrﬂf_'r':|'JDB RO... v| 34 E

& ES UszerData

Customize

(MM] Group Authority to Tasks - JOB ROLE: C5R
File Digplay M aintain

|General w |

“[all records)

ERID & JOBROLE | Desc
EZLEYSA b b CLE I aterials Clerk,
SCEETT COREQ Requizitian
AhdbdAMN COREQ Requisition
ARRISOMN bR CLE M aterials Clerk,
ARTMAM COREQ Requizitian

ISEY
DLLOMWS AN
OHMSOM

Requizitian

BEE

CCULL

COOMALD Digpl Maint Custor Mavige He
RCS

| AKCH Whreral v | lallrecods) |
£

ES Inkeqgrator
objects

Mavigation Help
v AR g

ﬁ JOB ROLE: C5R GROUF ID: GRCSBASE

GROUPR I: GRCSBASE

COX

WEE Tazk ID /2~ | Subtazk ID . | Task description Lek?
Customer Serv... | AMBAAPYE Custormer [term Mumber Cross-Reference Locked -~
Customer Servi.. | AMBAFDFR Shipping Calendar Locked [
Cuztomer Servi... | AMBA4DFR Hold Codes Locked
Cuztomer Servi... | AMEBEPFR Salesrep b aster List Locked
Cuztomer Servi... | AMBCIPVA Open Orders/Back Orders by [bem Locked
Customer Servi.. | AMBDBEPYR Open Orders/Back Orders by Customer Locked
Customer Servi.. | AMBDJIPYA Open Orders/Back Orderz by Request Date Locked
Cuztomer Servi.. |AMEDLPYRA Blanket ltem Statuz Locked
Custamer | AMBORDFR [tem Substitutes Locked
.. |AMBOIDFR K.it Components Locked —
i... |AaMBDYDFR [tern Comments Locked
4 I.. |BMBEFPYR Daily Recap Locked
Customer Servi... |AMBEODFR baintain Data D efaults Locked
Customer Servi... | AMBFEPYR Order Shortage Locked
Customer Servi... | AMBFMPYR Staging Location Return to Stock, Locked
Cuztomer Servi... | AMEFOPYR W aintenance Log Locked
Cuztomer Seri... | AMBFFPPYRA Standing Orders Locked
Customer Servi.. |AMBFRPYR Period to D ate Backlog/Shipments Locked
Cuztomer Servi... | AMEFIFVA [Auote Status Locked
Cuztomer Servi.. |AMBEGZDFR Orders Locked

Customer Servi...

AME GSFYR

{Comnmments

L. |2

| —
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R9 Security Considerations
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XA R9 Security Considerations

* New IFM Tasks controlled in CAS
 IDF Level 1

Green Screen menus moving to Power Link
Menu tasks have been duplicated

You rebuild your custom menus according
to IDF Level 1 requirements

You must lock and authorize users to several
thousand new tasks

You can choose to continue using Green
Screen (initial R9 release only)
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ES R9 Security Migration Tools

« ES Security Migration
- Configure security map using template
- Perform your data migration

- Run ES Security Migration to add security for new
tasks the same as they are in the current
environment
- User authority
- Area/Task assignment
- Lock Status
- New IDF L1 Custom Menus (for re-migration)
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Thank you!

Questions?
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